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Abstract—Due to high effectiveness and robust security proto-
cols, lattice-based cryptography becomes a very broadly applicable
optimistic post-quantum technique that is recently used in public
key cryptosystem. An aggregate signature scheme enables a party
to bundle a set of signatures together into a single short crypto-
graphic signature, which can be verified by any verifier using the
public information. In this paper, we provide a lattice-based aggre-
gate signature scheme where the security depends on the difficulty
of the Ring Learning-with-Error (Ring-LWE) problem. Next, we
use the basic scheme in Internet of Drones (IoD) applications using
the blockchain technology for secure and transparent data storage.
The detailed security analysis and comparative study show that the
proposed scheme provides superior security including resistance
to quantum attacks and is efficient as compared to the existing
state of art approaches. The testbed experimental results and the
blockchain simulation demonstrate that the proposed scheme can
be applied in real-life drones applications.

Index Terms—Aggregate signature, blockchain, Internet of
Drones (IoD), lattice-based cryptography, security, unmanned
aerial vehicles.

I. INTRODUCTION

THE exposure of quantum computers becomes a menacing
on the security of the traditional public-key cryptosys-

tem. Shor [1] mentioned that the existing mathematical number
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theoretic hard problems, like “Integer Factorization Problem
(IFP) in RSA public key cryptosystem” and “Discrete Logarithm
Problem (DLP) in ElGamal cryptosystem” are not safe under the
quantum computing scenario. Traditional digital signature is a
basic cryptographic primitive which has various applications,
like verifying the authenticity and integrity of the received
messages. One of most noteworthy post-quantum cryptosystem
that has broadly applicable on traditional security domain is
the “Lattice-based Cryptography (LBC)”. The security of the
quantum resistance lattice-based signature scheme is based on
the difficulty of some problems, like “Shortest Integer Solution
(SIS)” assumption and “Learning With Error (LWE)” assump-
tion [2]. The SIS and LWE assumptions are both computa-
tional assumptions. Generally, the LWE-oriented lattice-based
signature schemes contain an enormous memory. To reduce the
memory space, a new trend has been introduced, which is called
the ring lattice-based signature scheme (Ring-LBS), where the
security of a Ring-LBS scheme is based on the Ring-LWE and
Ring-SIS assumptions.

An aggregate signature [3] basically merges a group of signa-
tures which are connected with different messages and forms a
single compact signature. The aggregate signature provides au-
thenticity to the group of message-signature pairs corresponding
to the group of signers in a single step. It is primarily used to
reduce the required storage space of the signature, and hence,
it reduces the required network bandwidth for transmission and
the number of signature verification computations. Thus, for
designing a quantum resistance aggregate signature scheme,
a lattice-based aggregate signature scheme plays a significant
role [4].

The Internet of Things (IoT) is considered as a system of
interrelated computing smart devices or objects (things) that are
provided with “unique identifiers (UIDs)” and the connected
devices have the ability to send the data over a network with-
out needing “human-to-human” or “human-to-computer inter-
action”. The drones, also called as unmanned aerial vehicles
(UAV), related futuristic disruptive technologies, such as “quan-
tum drones (QD),” “Internet of Quantum Drones (IoQDs),” and
“constellation of quantum satellites (CQS)” are supposed to be
a breakthrough technology in strategic fields of society [5]. It is
also expected that the “quantum device-integrated over drones”
can be developed in near future for any storage, computation
and communication [5].
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In an Internet of Drones (IoD) environment, multiple drones
are deployed in a particular flying zone or an application area
and they are connected in the IoD environment [6], [7], [8]. As
a result, an aggregate signature scheme is considered as one of
promising security solutions for resolving privacy and security
issues in the IoD network [9]. The drones in an application
collect the data and send their data along with the individual
signatures to an aggregator node, called the ground station server
(GSS). TheGSS then validates all the individual signatures and
forms an aggregate signature on the collected signed messages.
The aggregate message along with their compact aggregate
signature are then sent to the cloud server for data storage
purpose into the public blockchain. Any verifier can verify the
data integrity of the aggregate message by means of applying
the aggregate signature verification algorithm.

A. Research Contributions

In the following, we list the main contributions made in this
article:
� An efficient lattice-based aggregate signature scheme has

been proposed, whose security is based on the hardness
of the lattice-based “Ring-Learning-with-Error (LWE)
problem”. The designed lattice-based aggregate signature
scheme is then applied for the real-time IoD applications,
where the drones play the role of individual signers and the
GSS plays the role of an aggregator. After verifying the
signatures, the in-charge cloud server in the “Peer-to-Peer
(P2P) cloud servers network” creates blocks and mine them
using the voting-based consensus algorithm to add in the
public blockchain for secure data storage.

� The formal and informal security analysis has been per-
formed on the proposed scheme to show its robustness
against various attacks including the quantum attacks based
on the proposed threat model discussed in Section II-B.

� A testbed experiment has been conducted to implement
the proposed lattice-based aggregated signature scheme
(LBAS) to measure computational time needed for single
and aggregate signature generation and verification under
the setting of a drone, a GSS and a cloud server.

� A blockchain simulation has been provided to measure
the computational time needed for mining the blocks in
the blockchain by varying the number of transactions and
blocks in the chain. A comprative study also reveals the
efficiency and security of the proposed scheme over the
existing competing schemes.

B. Outline

The various systems models like network and threat models
are presented in Section II. Using the mathematical preliminaries
presented in Section III, we present the lattice-based aggregate
signature scheme (LBAS) in Section IV. Next, in Section V, we
describe how the designed LBAS is applied for the real-time
IoT-enabled drones applications using the public blockchain.
The formal and informal security analysis of the proposed
scheme is presented in Section VI. Sections VII and VIII provide
the real testbed experiments and blockchain simulation of the

Fig. 1. Network model used in IoD applications.

proposed scheme, respectively. After that, the related work
and a comparative analysis are conducted in Section IX. Some
concluding remarks are finally drawn in Section X.

II. SYSTEM MODELS

In this section, we first mention the network model used in the
proposed blockchain-based aggregate signature scheme for IoD
applications. Next, we discuss the threat model that is applied
for analyzing the security of the proposed scheme.

A. Network Model

In the proposed scheme, we consider a network model as
shown in Fig. 1. In the network model, the participating entities
in the network include: 1) drones, 2) ground station servers
(GSS), 3) control room, acting as the key generation center
(KGC), and 4) cloud servers. IoD has several potential applica-
tions as mentioned in Fig. 1. For example, consider the delivery
system using drones. In such a scenario, drones play an important
role as “a valid alternative to support the delivery method and
various big companies, like Amazon and DHL, have initiated
to apply the drones for their parcels deliveries” [10]. Due to
difficult and inaccessible terrains, there are some areas which
may not be easily accessible for collection of data. In this case,
the drones can be deployed in those areas to efficiently aggregate
more detailed information with less time and low cost [11]. The
use of drones in ecology also helps in smart wildlife monitoring
to see the “impact of ongoing global change,” improve the
“Earth’s biodiversity system,” and also predict the “future trends
of ecology and its development” [12]. Consider other important
applications using the drones, such as “smart farming” and
“Precision Agriculture (PA),” where the “aerial remote sensing”
is typically most applied technology. Drone monitoring systems
in such cases will be helpful to the farmers to take various
observation with the help of the aerial views of the harvest. This
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allows to gather various information, like the water system, soil
variety, fungal infestations and pests [13].

The role of a drone is to gather the data from its deployed ap-
plication area or flying zone and sign the message (sensing data)
being a signer. The drones are equipped with the IoT-enabled
smart devices like “Global Positioning System (GPS),” cameras,
frames, flight controller and transceiver. The GSS is treated as
an aggregator node whose task is to aggregate the individual
signed messages from its member drones. The GSS performs
individual signature verification, creates an aggregate signature
on the received signed messages and then sends to a cloud server
to store in the blockchain network consisting of the “Peer-to-Peer
(P2P) cloud servers network” through the consensus algorithm.
The in-charge cloud server checks the validity the aggregate
signature, creates blocks and mine them for adding into the
public blockchain.

The control room recognized as KGC has the responsibility
to register all drones and GSSs by generating their private
and public keys pairs using the lattice-based key generation
algorithm. The control room is treated as a fully-trusted entity,
whereas the GSSs are considered as semi-trusted entities in
the network. Both the control room and the GSSs are placed
under physical locking system in order to protect them from the
attackers. The cloud servers in the P2P network are treated as
semi-trusted entities. Once the registration process is over, the
drones and the in-charge GSS can be deployed in their func-
tioning zone. The cloud servers participated in the distributed
system help in building a distributed technology for utilizing
the public blockchain storage.

B. Threat Model

In this work, we consider the following three types of adver-
sary models:
� Honest-but-Curious adversary model: Such as model [14]

represents a passive adversarial model. In this model, an
adversary, say F behaves as an authorized entity and fol-
lows a specified protocol. However,F can still intercept all
the information transmitted among the corrupted entities in
the network.

� Dolev-Yao (DY) threat model: The DY model [15] allows
an adversary F not only to intercept the communicated
messages, but also to modify, insert and erase the messages
that are being transmitted between various agents in the
network.

� Canetti and Krawczyk’s model: This model known as the
“CK-adversary model” [16] has all the capabilities of an ad-
versary under the DY model. In addition, the CK-adversary
model allows the adversary F to compromise the “secret
keys, secret credentials, and session states through the
session hijacking attacks”. As a result, “leakage of the short
term secrets can lead to disclose the session key and other
secrets” [16].

The drones deployed in the flying zones can not be always
monitored 24× 7. Hence, there is a possibility to hijack or even
physically capture some drones in the network. The adversary
F can then take advantage of using the compromised drones
to extract all the credentials stored in their memory using the

“power analysis attacks” [17]. Moreover, apart from the tradi-
tional number theoretic attacks, F can also launch the quantum
attacks.

III. PRELIMINARIES

Let N be the “set of all natural numbers,” Z be the “set of
all integers,” and for v ∈ N define f = 2v ∈ N. Assume p is
a large prime such that p ≡ 1 (mod 2f) and the finite field
Z/pZ is represented as Zp where Zp = {0, 1, . . . , p− 1}. Now,
define R = Z[x]/〈xf + 1〉, Rp = Zp[x]/〈xf + 1〉, Rp,k ⊂ Rp

such that Rp,k = {g(x) ∈ Rp, where the degree of g(x) is
at most f − 1, all the co-efficients of g(x) ∈ [−k, k]}, with
0 < k ≤ p−1

2 andDf
32, with f ≥ 512, consists of all polynomials

of degree at most f − 1 that have all zero co-efficients except at
most 32 co-efficients that are+1 or−1. In addition, we define H̃ :
Rp → Rp,1, and H: {0, 1}∗ → Df

32 as two collision-resistance
one way hash functions.

A. Computational Hard Problems

In this section, we define the following computational hard
problems that are associated with the lattice-based cryptography.

1) Learning-With-Error (LWE): Assume that s ∈R Zf
p be

a fixed vector and χ be an error distribution over Z. The
“Learning-with-Error (LWE)” problem is define as follows [18].
Choose a vector a ∈ Zf

p from a uniform distribution over Zf
p

and a number e ∈ Z, and then compute t = a.s+ e (mod p).
Given m (≥ f) samples of the form: (ai, ai.s+ ei (mod p)),
where ai ∈ Zf

p and ei ∈ Z is the error, that is, sampled from
the error distribution χ, recover unique random secret s, for all
i = 1, 2, . . . ,m. Note that “if the secret s is sampled from the
same error distribution as e, the hardness assumption of the LWE
problem is still valid”.

2) Ring-LWE: At present, the security of most of the lattice
based multi-signature as well as aggregate signature schemes is
based on the hardness of Ring-LWE problem. The Ring-LWE
can be defined as follows [18]. Pick a ∈ R, s ∈R Rp as a
polynomial of degree at most f − 1 andχ as an error distribution
overR. DefineDs,χ, the Ring-LWE distribution, whose outputs
(a, a.s+ e (mod xf + 1)) are in Rp ×Rp, where e←R χ.
Choose ai ∈ R, for all i = 1, 2, . . . ,m. This problem is associ-
ated to recover the secret s ∈R Rp with the uniform distribution
over s ∈R Rp fromm (≥ f) samples of the form: (ai, ai.s+ ei
(mod xf + 1)), where ei ∈ R is the error with co-efficients
sampled from the error distribution χ.

3) Super NTRU-Encrypt: It is well-known that the secret key
size and the error size in the super NTRU encrypt problem
are small with respect to standard LWE problem. To solve
LWE problem with smaller secrets and smaller error is as hard
as solving standard LWE problem. The super NTRU-encrypt
problem is defined as follows [19]. Given (a, t = (a.s+ 2e
(mod xf + 1))) ∈ Rp ×Rp, where a ∈ Rp, s ∈ {0, 1}n and
e ∈R {0, 1}n, to recover s from (a, t).

B. Lower-Order and Higher-Order Bits

Let Y ∈ [−(p− 1)/2, (p− 1)/2]
⋂

Z and k ∈ Z+. Then,
every Y can be uniquely expressed as follows [20]: Y = (2k +
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1)Y 1 + Y 0, where Y 0 ∈ [−k, k] and Y 1 = (Y − Y 0)/(2k +
1). Here, Y 0 is the “lower-order bits of Y ” and Y 1 are the
“higher-order bits of Y ”. These higher and lower order bits are
used in the proposed scheme.

C. Compression

We define the following compression techniqueCompress as
proposed in [20]. We are given p, f and k such that 2fk > p, and
two vectors, say y ∈ Rp and z ∈ Rp,k, where the co-efficients
of z are small. We can then replace z by a “much more
compressed vector z′ while keeping the higher-order bits of
y + z and y + z′ as the same”. We have the following results:
z′ ← Compress(y, z, p, k) where z′ ∈ Rp,k and (y + z)1 =
(y + z′)1.

D. Generalized Lattice-Based Signature Scheme

A generalized lattice-based signature scheme was proposed
in [20]. It consists of a set of algorithms, namely: 1) KeyGen,
2) Sign, and 3) Verification. A trusted authority, called a key
generation center (KGC), who generates the secret key as well
as public key for the signer. Note that Df

32, f ≥ 512 consists of
“all the polynomials of degree at most f − 1 that have all zero
co-efficients except at most 32 co-efficients that are +1 or−1”.
We take H : {0, 1}∗ → Df

32 as a “collision-resistance one way
hash function”.

1) KeyGen(1λ)→ (pk, sk): This algorithm runs by the
KGC, and produces a pair of secret key and public key as
follows.
� Pick a ∈R Rp, where a is chosen uniformly at random

from Rp. Also, pick (s1, s2) which are uniformly taken at
random from Rp,1, that is, (s1, s2) ∈R Rp,1 ×Rp,1.

� Compute t = a.s1 + s2 (mod xf + 1).
� Set secret key as sk =(s1, s2) and the corresponding public

key as pk = (a, t) for the signer.
After generating the public and private keys, theKGC sends

the these key pair to the signer through a secure channel.
2) Sign(sk,A,m)→ (sig1, sig2): The signer runs the Sign

algorithm to create a signature on a message m using its own
secret key sk as follows.

1) Choose (y1, y2) ∈R Rp,k ×Rp,k.
2) Compute c = H(a.y1 + y2,m), z1 = s1.c+ y1

(mod x)f + 1, and z2 = s2.c+ y2 (mod xf + 1).
3) If z1 or z2 /∈ Rp,k−32, go to Step 1.
4) Output (z1, z2, c).

The created signature onm is (z1, z2, c). The signer then sends
the signed message (m, (z1, z2, c)) to the verifier via public
channel.

3) V erification(sig1, sig2)→ (V alid/Invalid): After
receiving the signed message (m, (z1, z2, c)), the verifier runs
the Verification algorithm, which is given below.
� Check if z1 or z2 ∈ Rp,k−32. If it is not valid, reject the

signature and return Invalid.
� Check if c = H(a.z1 + z2 − t.c,m) holds or not. If it is

not valid, reject the signature and return Invalid.
� Accept the signature as valid and return V alid.

TABLE I
NOTATIONS AND THEIR MEANINGS

IV. PROPOSED LATTICE-BASED AGGREGATE SIGNATURE

SCHEME

This section describes the proposed lattice-based aggregate
signature scheme. The notations and their descriptions are pro-
vided in Table I, which are useful for analysis and discussion of
the proposed scheme.

The proposed scheme contains the five algorithms: a)
KeyGen, b) LSSign, c) LSVer, d) LASign and e) LAVer.
In the proposed scheme, there is a trusted authority (KGC), n
number of signers and an aggregator. The KGC has the master
secret key msk and the corresponding master public key mpk.
Using msk and mpk, the KGC runs the KeyGen algorithm
in order to generate the secret key and the public key for each
signer as well as for aggregator. After execution of theKeyGen
algorithm, the KGC sends the associated secret key and public
key pair to each signer as well as aggregator. After receiving the
secret key, each signer, being the ith signer, will sign a message
mi using its own secret key to generate the associated signa-
ture using the lattice-based LSSign algorithm, and send the

Authorized licensed use limited to: INTERNATIONAL INSTITUTE OF INFORMATION TECHNOLOGY. Downloaded on January 20,2025 at 14:29:41 UTC from IEEE Xplore.  Restrictions apply. 



BAGCHI et al.: PUBLIC BLOCKCHAIN-ENVISIONED SECURITY SCHEME 10397

generated signature to the aggregator. The aggregator then veri-
fies all the received signatures of the n signers using the lattice-
based LSV er algorithm. If all the signatures are valid, then
only the aggregator runs the lattice-based aggregate signature
algorithmLASign to generate the combined compact signature
on all the verified signatures received from the signers by using
its own secret key. Finally, the aggregator sends the associated
aggregate signature to the verifier for signature verification.

The details of these algorithms are discussed below.

A. KeyGen

This algorithm is executed by the KGC using the following
steps:
� The KGC chooses (s1, s2) ∈ Rp ×Rp in such a way that

the co-efficients of the polynomials s1 and s2 come from
[−(p− 1)/2, (p− 1)/2] and a ∈R Rp. The KGC then
sets its master secret key msk and master public key mpk
as (s1, s2) and a, respectively.

� The KGC selects (n+ 1) distinct positive integers k1,
k2, . . . , kn, and kIDAgg

from the range [−(p− 1)/2, (p−
1)/2] in such a way that ki <

√
p, for all i = 1, 2, . . . , n,

IDAgg for the n signers and the aggregator, respectively.
For the ith-signer, where i ∈ {1, 2, . . . , n}⋃{IDAgg},
then KGC computes s1 = (2ki + 1)s1

i,1 +s0
i,1 and s2 =

(2ki + 1)s1
i,2 +s

0
i,2, where the co-efficients of s0

i,1, s
0
i,2 are

from [−ki, ki]. Note that s1
i,1 and s1

i,2 are the higher order
bits of s1 and s2, respectively.

� For each ith signer and the aggregator, where i ∈
{1, 2, . . . , n}⋃ IDAgg, the KGC chooses a “one-way
collision-resistance hash function” of the type: H̃ : Rp −→
Rp,1, which maps the inputs (s0

i,1, s
0
i,2) to the output

(s0
i,1, s

0
i,2) in Rp,1. The KGC then computes ti = a.s0

i,1

+s0
i,2 (mod xf + 1) and generates the associated secret

key ski = (s0
i,1, s

0
i,2) and the public key pki = ti for each

ith signer and the aggregator, respectively.
The Small Integer Solution (SIS) problem in the lattice-based

setting consists of the following [21]:
� SISp,n,m,k-distribution: Pick a matrix A randomly from
Zn×m
p and a vector s← {−k,−k + 1, . . . , 0, . . . , k −

1, k}m, where 0 < k ≤ p−1
2 . Generate the output (A,As).

� SISp,n,m,k-search problem: Given an output (A, t) of the
SISp,n,m,k-distribution, find an element s← {−k,−k +
1, . . . , 0, . . . , k − 1, k}m for which As = t is satisfied.

� SISp,n,m,k-decision problem: Given a pair (A, t), there is
a negligible probability to decide if it is from SISp,n,m,k-
distribution or uniform distribution over Zn×m

p × Zn
p .

Based on the results reported in [21], we have the following
claims:

Claim 1: If k ≥ pn/m, where m = 2n, for any A ∈ Zn×m
p

and a uniformly chosen s← {−k,−k + 1, . . . , 0, . . . , k −
1, k}2n, there exists another s′ ← {−k,−k + 1, . . . , 0, . . . , k −
1, k}2n with s′ �= s, such that As = As′ is satisfied.

Claim 2: If k < pn/m with m = 2n, for any A ∈ Zn×m
p

and a uniformly chosen s← {−k,−k + 1, . . . , 0, . . . , k −
1, k}2n, there does not exist any different s′ ← {−k,−k +
1, . . . , 0, . . . , k − 1, k}2n for which As = As′ is satisfied.

It is observed that the SIS problem classically reduces to
the LWE problem [21]. Furthermore, the LWE problem also
reduces to the Ring-LWE problem. Therefore, Claim 1 implies
that in the Ring-LWE problem, if k ≥ pn/m with m = 2n, that
is, k ≥ √p, the probability of randomly selecting a colliding
element is very high. Claim 2 also implies that if k <

√
p,

only one solution exits with high probability. Otherwise, when√
p < k � p, solving worst-case lattice problem in the ideal

lattice will be computationally hard problem. Based on the above
results, it is worth to notice the following observations [20]: 1)
if ki ≥ √p, the solution will not be unique, 2) if

√
p < ki � p,

solving worst-case lattice problem in the ideal lattice will be a
computationally hard, and 3) if ki <

√
p, only one solution exits

with a high probability.

B. LSSign

Each ith signer has its own secret key and public key pair
(ski, pki). Suppose the ith signer wants to generate the signature
on a message mi ∈ {0, 1}∗. The execution of the LSSign
signature generation algorithm by the signer has the following
steps:

1) The ith signer first picks randomly yi1, yi2 from Rp,ki
,

computes ci ← H(((a.yi1 +yi2) ||mi)
1), zi1 ← s0

i,1ci +

2yi1 (mod xf + 1) and zi2 ← s0
i,2ci + 2yi2 (mod xf +

1), and then sets Zi = (zi1, z
i
2) for all i = 1, 2, . . . , n.

2) The ith signer checks whether zi1 or zi2 ∈ Rp,2ki−32. If it
is not so, go to Step 1. Otherwise, the signature together
with the message mi will be taken as ((Zi, ci),mi), that
is, (((zi1, z

i
2), ci),mi).

C. LSVer

In order to check whether the signed message (((zi1, z
i
2),

ci),mi) of the ith signer is valid or not, the aggregator being
a verifier, needs to execute the lattice-based single message
signature verification algorithm, LSV er, with the following
steps:
� The aggregator first checks whether zi1 or zi2 ∈ Rp,2ki−32.

If the verification fails, the signature is rejected.
� The aggregator computes

c∗i ← H

(((
azi1 + zi2 − ci.ti

2

)
||mi

)1
)

(1)

and verifies if c∗i = ci holds or not. If it holds, the aggre-
gator accepts the signature on the message mi as valid.

In LSVer, ci ← H(((a.yi1 +yi2) ||mi)
1), zi1 ← s0

i,1ci + 2yi1
(mod xf + 1) and zi2 ← s0

i,2ci + 2yi2 (mod xf + 1). It is
noted that both zi1 and zi2 are the polynomials of degree at most
f − 1 whose coefficients are from [−(2ki − 32), (2ki − 32)].
This is because from the rejection sampling algorithm [21],
the signature turns out to be valid if sup-norms of zi1 and zi2
are less than or equal to 2ki − 32, that is, ||zi1||∞ ≤ (2ki −
32) and ||zi2||∞ ≤ (2ki − 32). Next, assume that an adversary
changes the message mi to m′i and sends the signed message
(((zi1, z

i
2), ci),m

′
i)of the ith signer to the aggregator. In that case,

the aggregator first checks whether zi1 and zi2 ∈ Rp,2ki−32. If it is

so, the aggregator proceeds to compute c∗∗1 =H(((
azi

1+zi
2−ci.ti
2 )
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||m′i)1) = H(((a(s0
i,1ci + 2yi1 (mod xf + 1)) + (s0

i,2ci + 2yi2
(mod xf + 1))− ci.ti)/2 ||m′i)1) = H(((a.yi1 +yi2) ||m′i)1).
This implies that c∗∗i �= ci. In other words, the signature will be
rejected. The validity of the signature correctness proof in LSVer
is further provided in Theorem 1.

D. LASign

After receiving the individual signatures (((zi1, z
i
2), ci),mi)

on the messagemi, i = 1, 2, . . . , n, the aggregator verifies each
associated signature. If all the associated signatures are valid,
then only the aggregator executes the lattice-based aggregate
signature generation algorithm,LASign, on the combined mes-
sage (m1,m2, . . . ,mn) using the following steps:
� The aggregator first computes m′ = H((Z1, c1,m1) || · · ·
||(Zn, cn,mn)), where Zi = (zi1, z

i
2).

� The aggregator then chooses randomly yAgg
1 , yAgg

2 from
Rp,kIDAgg

, and computes cAgg ← H(((a.yAgg
1 + yAgg

2 )

||m′)1). After that the aggregator determines the associated
aggregate signature by computing zAgg

1 ← s0
IDAgg,1

cAgg

+2yAgg
1 (mod xf + 1) and zAgg

2 ← s0
IDAgg,2

cAgg

+2yAgg
2 (mod xf + 1). Let ZAgg = (zAgg

1 , zAgg
2 ).

� The aggregator now verifies if zAgg
1 or zAgg

2 ∈
Rp,2kIDAgg

−32. If it is not so, go to Step 1. Otherwise, the
aggregate signature on the combined message (m1, m2,
. . . ,mn) is treated as (ZAgg, cAgg). Finally, the aggregator
sends the aggregate signature (ZAgg, cAgg) along with
{(zi1, zi2, ci, mi) |i = 1, 2, . . . , n} to the verifier.

E. LAVer

After receiving the aggregate signature (ZAgg, cAgg) along
with {(zi1, zi2, ci, mi) |i = 1, 2, . . . , n}, the verifier executes
the lattice-based aggregate signature verification algorithm,
LAV er, with the following steps:
� The verifier sets m∗ =H((z1

1 , z
1
2 , c1, m1) || · · · ||(zn1 , zn2 ,

cn, mn)).
� The verifier checks whether zAgg

1 , zAgg
2 ∈ Rp,2kIDAgg

−32

or not. It the verification holds, the verifier calculates

c∗Agg←H

⎛
⎝((a.zAgg

1 +zAgg
2 −cAgg.tIDAgg

2

)
||m∗

)1
⎞
⎠ .

(2)

� The verifier validates if c∗Agg = cAgg . If it holds, the ag-
gregate signature is valid.

It is noted that both zAgg
1 and zAgg

2 are the polynomi-
als of degree at most f − 1 whose coefficients are from
[−(2kIDAgg

− 32), (2kIDAgg
− 32)]. From the rejection sam-

pling algorithm [21], the signature becomes valid when the
sup-norms of zAgg

1 and zAgg
2 are less than or equal to 2kIDAgg

−
32, that is, ||zAgg

1 ||∞ ≤ (2kIDAgg
− 32) and ||zAgg

2 ||∞ ≤
(2kIDAgg

− 32). In addition, the validity of the signature cor-
rectness proof in LAVer is further provided in Theorem 2.

V. APPLYING LATTICE-BASED AGGREGATE SIGNATURE

SCHEME IN IOT-ENABLED DRONES APPLICATIONS

This section describes how the designed lattice-based aggre-
gate signature scheme mentioned in Section IV is applied for
the real-time IoD applications.

With respect to the network model shown in Fig. 1, there are
several entities in the network, like “drones,” “ground station
servers” (GSS), “control room” (CR) and “cloud servers”
(CS). The ncs cloud servers CSl, l = 1, 2, . . . , ncs, form a
“Peer-to-Peer (P2P) cloud servers (P2P CS) network,” known
as blockchain center (BC) which is mainly responsible to form
the blocks of received transaction from the respective GSS for
the drone applications and mine the blocks into the blockchain
center BC through consensus algorithm. For a particular ap-
plication, say DAppj , the in-charge GSSj will be responsible
to collect the data from the drones which contain in that appli-
cation. The control room (CR) is in-charge of registering the
drones and GSS for each drone application DAppj in offline
mode.

The involved phases are 1) “registration phase,” 2) “data
collection phase,” 3) “data aggregation phase,” 4) “blockchain
implementation phase,” and 5) “dynamic drone deployment
phase”. We assume that “the entities involved in the network
are synchronized with their clocks,” which is a reasonable as-
sumption [22], [23], [24]. The time-stamping mechanism helps
us to resist the replay attacks against an adversary. The notations
tabulated in Table I are also used to describe these various
phases.

A. Registration Phase

In this section, we discuss two types of registration processes
of a drone (DRi) and its associated GSSj for a particular
application DAppj . For DAppj , if ndr number of drones need
to be deployed, the control room (CR) will be responsible for
registering them prior to their deployment. In a similar way, the
in-charge GSSj for DAppj needs to be also registered by the
CR.

1) Drone Enrolment: To register a drone DRi, i =
1, 2, . . . , ndr in DAppj , the CR acting as the KGC executes
theKeyGen algorithm as discussed in Section IV-A to generate
the secret key ski =(s0

i,1, s
0
i,2) and the corresponding public key

pki = ti. In addition, the CR also generates a unique identity
IDDRi

for DRi. At the end, the CR pre-loads the informa-
tion {IDDRi

, (ski, pki)} into the memory of DRi before its
deployment in DAppj . The CR publishes the public key pki.

2) GSS Registration: In order to registerGSSj for the appli-
cationDAppj ,GSSj first selects an identity IDAggj and sends
it to the CR via a secure channel. Here, the CR acts as the
KGC. Next, the CR runs the KeyGen algorithm as discussed
in Section IV-A to generate the secret key skAggj = (s0

IDAggj
,1,

s0
IDAggj

,2) and the corresponding public key pkAggj = tIDAggj
,

and sends {skAggj , pkAggj} securely to the GSSj . Finally, the
GSSj stores {IDAggj , (skAggj , pkAggj )} in its secure database.
The CR also publishes pkAggj as public.
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B. Data Collection Phase

In this phase, each drone DRi in an application DAppj will
collect the data (information) from its flying zone for a particular
time period. The following steps are involved in this phase:

Step 1: Each DRi generates a current timestamp CTSDRi
,

creates a message as mi = {IDDRi
, IDAggj ,

(RTSstart, RTSend), DataDRi
, CTSDRi

} and
runs the LSSign signature generation algorithm
stated in Section IV-B to create the signature, say
SSigmi

on the message mi using its own secret key
ski = (s0

i,1, s
0
i,2) as follows:

SSigmi
=
((
zi1, z

i
2

)
, ci
)
. (3)

Here, RTSstart and RTSend denote the recorded
start time and end time for the data DataDRi

.
Step 2: DRi then creates a transaction TXDRi

of the form:
TXDRi

= {mi, SSigmi
, pki} and sends the “data

collection message” MsgDRi
= {TXDRi

} to the
corresponding GSSj via a public channel.

C. Data Aggregation Phase

In this phase, the associated GSSj residing in its applica-
tion DAppj collects the transactions from its various deployed
drones in the network. After that, theGSSj being an aggregator
Aggj executes the following steps:

Step 1: Suppose GSSj receives the “data collection mes-
sage”MsgDRi

= {TXDRi
} from the ith drone (i =

1, 2, . . . , ndr) inDAppj , at time TSDRi
. At first, the

GSSj checks the validity of the received timestamp
CTSDRi

by the condition: |CTSDRi
− TSDRi

| <
ΔT . If it is so, the message MsgDRi

is treated as
a fresh one. Otherwise, the phase is immediately
discarded by the GSSj .

Step 2: The GSSj then runs the LSV er signature verifica-
tion algorithm stated in Section IV-C on the message
mi with the help of DRi’s public key pki (i =
1, 2, . . . , ndr). If the signature is valid, the GSSj

treats the received transaction TXDRi
as valid.

Step 3: For all successfully validated tn transactions, say
TXDRi1

, TXDRi2
, . . . , TXDRitn

, the GSSj ex-
ecutes the LASign aggregate signature genera-
tion algorithm stated in Section IV-D to cre-
ate the aggregate signature ASigAggj on the ag-
gregated data: {(Sigmi1

,mi1), (Sigmi2
,mi2), . . . ,

(Sigmitn
,mitn )}, with the help of its own se-

cret key skAggj = (s0
IDAggj

,1, s
0
IDAggj

,2), where

ASigAggj = (ZAggj , cAggj ). Finally, the GSSj

sends the “data aggregation message” MsgAggj =
{(TXDRi1

, TXDRi2
, . . . , TXDRitn

), ASigAggj ,

pkAggj} to a cloud server, sayCSk, via open channel.

D. Blockchain Implementation Phase

This phase is executed by an in-charge cloud server CSk,
who receives the “data aggregation message” from its respective
GSS. Suppose the cloud server CSk in the P2P CS network

Fig. 2. Structure of a block.

receives MsgAggj = {(TXDRi1
, TXDRi2

, . . . , TXDRitn
),

ASigAggj} from GSSj . After that the following steps are
executed:

Step 1: CSk runs the aggregate signature verification al-
gorithm, LAV er stated in Section IV-E on (ml,
SSigml

), (l = i1, i2, . . . , itn), from the transactions
(TXDRi1

,TXDRi2
, . . . , TXDRitn

). If the aggregate
signature validation is successful, CSk executes the
next step; otherwise, this phase is discarded.

Step 2: CSk now forms a block, say, Block as shown
in Fig. 2 containing the transactions (TXDRi1

,
TXDRi2

, . . . , TXDRitn
), their aggregate signature

ASigAggj , public key of the aggregator pkAggj},
unique block version (BV er), Merkle tree root
(MTR), hash of the previous block in the chain
(PBH), block creation timestamp (TS), owner
of the block and current block hash (CBHash).
Note that for the blockchain purpose, we use the
“Secure Hash Algorithm (SHA-256)” that maps
any arbitrary string to 256-bit hash output. The
Merkle tree root is created on all the tn transac-
tions (TXDRi1

, TXDRi2
, . . . , TXDRitn

) present
in the block. The current block hash is computed
by hashing all the fields containing in the block as
CBHash = Hash(Block Header||Block Payload),
where Hash(·) is SHA-256 hash function.

Step 3: CSk then runs a leader selection algorithm as stated
in [25] to pick a leader from the P2P CS network. The
following voting procedure is used to elect the leader
from the cloud servers CSk (k = 1, 2, . . . , ncs)
present in the P2P CS network:

� Initially, all CSk’s are considered as the followers and
voting participants.

� Set a time threshold for finishing the voting process and
also start the voting process.

� A follower declares itself as a candidate in the voting
process and sends a request to other followers for a vote.
It then waits for the reply votes from the peer nodes.

� After receiving the reply votes from other followers, the
candidate checks whether the number of valid votes reaches
to a pre-defined threshold value for winning the vote or not.

� The candidate is declared as the winner if its threshold value
reaches to the required number of valid votes for winning
the vote prior to the voting process is finished.
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Fig. 3. Lattice-based aggregate signature scheme in action for an IoT-enabled drones application, DAppj , using blockchain.

� Once the leader is elected, it broadcast a message to the
entire P2P network for the block mining process.

� Similarly, other follower nodes can be elected as the leaders
for the next rounds of voting.

Step 4: Assume that L is elected as the leader among the
cloud servers CSk, (k = 1, 2, . . . , ncs). L then exe-
cutes a voting-based consensus algorithm for verify-
ing and mining the created block into the blockchain.
For this purpose, we apply the existing “Practical
Byzantine fault tolerance (PBFT)” [26] consensus
algorithm. The steps behind the consensus process
are given below:

� L broadcasts the block,Block, among all its peer nodes in
the network with a voting request.

� Each peer node then verifies the received block Block by
means of verifying the Merkle tree root, aggregate signa-
ture and current block hash on all the transactions present in
that block. If all the verifications pass successfully, Block
is treated to be valid one and the concerned peer node
will send a voting reply message with verification status
as “valid”.

� L maintains a counter, CtrL which is initialized to 0. For
all the valid voting reply messages from the peer nodes, L
increment CtrL by 1, that is, CtrL = CtrL + 1. Now, L
checks if CtrL exceeds more than a pre-defined threshold
value, 2 ∗ fcs + 1, where fcs denotes the number of faulty
nodes out of ncs nodes in the P2P CS network. If it is
so, L will send a “commit response” message to its all

(peer) follower nodes and add the blockBlock in its ledger.
After receiving the “commit response” message from L,
other peer nodes also add the same block Block in their
respective ledgers.

The overall scenario of the messages flow among various
entities is illustrated in Fig. 3.

E. Dynamic Drone Deployment Phase

An existing drone may be physically compromised according
to the threat model stated in Section II-B, because it may not be
possible to monitor 24 × 7 all the drones flying in the zones or
some drones may malfunction. Thus, it becomes to add some
new drones in the network after their initial deployment.

If a new drone DRnew
i needs to be deployed in an existing

drone application, say DAppj , the CR acting as the KGC will
execute the KeyGen algorithm as discussed in Section IV-A in

order to create the secret key sknewi = (s0,new
i,1 , s0,new

i,2 ) and the
corresponding public key pknewi = tnewi . Next, the CR gener-
ates a unique identity IDnew

DRi
for the deployedDRnew

i . Finally,
the CR stores the information {IDnew

DRi
, (sknewi , pknewi )} into

the memory of DRnew
i and publishes the public key pknewi .

VI. SECURITY ANALYSIS

In this section, we first provide the correctness proof of the
signature verification. Next, through the formal security analysis
under the standard model we prove the unforgeability of the
proposed lattice-based aggregate signature scheme presented in
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Section IV. Finally, through the informal (heuristic) security
analysis we also show that the proposed lattice-based aggregate
signature scheme applied in IoT-enabled drones applications is
robust against “potential attacks against a passive or an active
adversary”.

A. Correctness Proof

In the following, we proof the correctness of signature ver-
ifications of both the single signature and aggregate signature
stated in Sections IV-C and IV-E, respectively.

Theorem 1: In the proposed lattice-based single signature
verification stated in Section IV-C, if the condition c∗i = ci is
satisfied, the signature is valid.

Proof: We have the signature (Zi, ci) on a messagemi, where
Zi = (zi1, z

i
2), ci ← H(((a.yi1 +yi2) ||mi)

1), zi1 ← s0
i,1ci + 2yi1

(mod xf + 1) and zi2 ← s0
i,2ci + 2yi2 (mod xf + 1). After re-

ceiving the signed message, the aggregator computes c∗i ←
H(((

azi
1+zi

2−ci.ti
2 ) ||mi)

1).
To show c∗i = ci, it suffices to show that H(((a.yi1 +yi2)

||mi)
1) = H(((

azi
1+zi

2−ci.ti
2 ) ||mi)

1), that is, a.yi1 +yi2 =
azi

1+zi
2−ci.ti
2 . Now, azi1 + zi2 − ci.ti = a(s0

i,1ci + 2yi1) +

(s0
i,2ci + 2yi2)−ci(a.s0

i,1 + s0
i,2)= 2ayi1 + 2yi2 = 2(ayi1 + yi2).

Thus, azi
1+zi

2−ci.ti
2 = ayi1 + yi2. Hence, the signature is valid.�

Theorem 2: In the proposed lattice-based aggregate signature
verification stated in Section IV-D, if the condition c∗Agg = cAgg

is satisfied, the signature is valid.
Proof: We have cAgg ← H(((a.yAgg

1 + yAgg
2 ) ||m′)1)

and c∗Agg ← H(((
a.zAgg

i +zAgg
i −cAgg.tIDAgg

2 ) ||m∗)1).
To show c∗Agg = cAgg , it is sufficient to prove that
a.zAgg

1 +zAgg
2 −cAgg.tIDAgg

2 = a.yAgg
1 + yAgg

2 , and m′ = m∗.
Now,

a.zAgg
1 + zAgg

2 − cAgg.tIDAgg
= as0

IDAgg,1
cAgg + 2ayAgg

1

+ s0
IDAgg,2

cAgg + 2yAgg
2

− cAgg

(
a.s0

IDAgg,1
+ s0

IDAgg,2

)
= 2

(
ayAgg

1 + yAgg
2

)
. (4)

This means that
a.zAgg

1 +zAgg
2 −cAgg.tIDAgg

2 = a.yAgg
1 + yAgg

2 .
Again, m∗ = H((z1

1 , z
1
2 , c1, m1) || · · · ||(zn1 , zn2 , cn, mn))

= H((Z1, c1,m1) || · · · ||(Zn, cn,mn)) = m′. Hence, the ag-
gregate signature is valid. �

B. Formal Security Analysis

We say that the proposed lattice-based aggregated signature
scheme (LBAS) is unforgeable in the random oracle model under
the condition that the Ring-LWE must be a computationally hard
problem. In Theorem 1, we prove that LBAS is unforgeable
against an adversary based on the hardness of the computational
Ring-LWE problem defined in Section III-A2. Here, we apply
the generalized forking lemma [27].

Theorem 3: Assume that there exists an adversary (forger)
F who has a non-negligible probability, say εF , in breaking our

lattice-based aggregated signature scheme, LBAS= (KeyGen,
LSSign, LSV er, LASign, LAV er). Then, there exists a
simulatorCwho can solve an instance of the Ring-LWE problem,
with a non-negligible advantage εF

8qH
, where qH denotes the total

number of permissible hash queries.
Proof: Assume that the adversaryF can win the unforgeable

game played with the simulator C. Let the given Ring-LWE in-
stance beA =(a, 1) ∈ Rp × {1}, p ≡ 1 (mod 2f), f = O(λ),
λ is the security parameter. C then sets the public parameters
pp in the form: pp = (f, p, a, k1, k2, . . . , kn, kIDAgg

, H̃,

H), where ki <
√
p, for all i = 1, 2, . . . , n, IDAgg , and H̃:

Rp −→ Rp,1 and H: {0, 1}∗ → Df
32 are two cryptographically

secure collision resistance hash functions.
The simulator C chooses two random polynomials

(sdr1 , sdr2 ) ∈ Rp ×Rp for a drone DRi such that sdr1 = (2ki +
1)(s∗1)

i + (s∗∗1 )i and sdr2 = (2ki + 1)(s∗2)
i + (s∗∗2 )i. Similarly,

C chooses two random polynomials (sagg1 , sagg2 ) ∈ Rp ×
Rp for GSSj so that sagg1 = (2kIDAgg

+ 1)s∗IDAgg,1 +

s∗∗IDAgg,1 and sagg2 = (2kIDAgg
+ 1)s∗IDAgg,2 + s∗∗IDAgg,2. Now,

H̃((s∗∗1 )i) = (s∗∗1 )i, H̃((s∗∗2 )i) = (s∗∗2 )i, and H̃(s∗∗IDAgg,1) =

s∗∗IDAgg,1
, H̃(s∗∗IDAgg,2) = s∗∗IDAgg,2

, where ((s∗∗1 )i, (s∗∗2 )i) ∈
Rp,1 ×Rp,1 and (s∗∗IDAgg,1

, s∗∗IDAgg,2
) ∈ Rp,1 ×Rp,1. After that

C computes ti∗ = a.(s∗∗1 )i + (s∗∗2 )i and t∗IDAgg
= a.s∗∗IDAgg,1

+

s∗∗IDAgg,2
.

C then selects a random coin, say ∇ = (∂,W ), where W =
{y∗1 , y∗2 , . . . , y∗qH}, where each y∗i ∈ Rp,ki

×Rp,ki
for all i =

1, 2, . . . , qH , ∂ ∈ Rp, and y∗i is of the form: y∗i = ((yi1)
∗, (yi2)

∗).
C guesses an index l such that theF can forge y∗l involved in the
lth hash query. The C executes on the inputs t∗i , t

∗
IDAgg

, pp and
∇ to simulate the queries of F in the following way. Note that
F is to permitted to query as many as n hash queries as well as
n sign queries.

H-query: C first receives a hash H query on a message, say
mi. C maintains a list, say LH containing of the elements of the
form: {(mi, H((A.y∗i ||mi)

1)) : 1 ≤ j ≤ qH}. If the message
mi, 1 ≤ i ≤ qH , is queried before, C will return it from the list
LH . Otherwise, if it is queried for the first time, C needs to
honestly generate and return H((A.y∗i ||mi)

1) to the F . After
that C stores (mi, H((A.y∗i ||mi)

1)) in LH .
Signature Generation Query: When the F queries the ith

signature query on the message mi, where 1 ≤ i ≤ qS with
qH = qS , the simulator C first needs to validate if the pair
(mi, c

∗
i ) ∈ LH exists or not, where c∗i = H((A.y∗i ||mi)

1). If
it does not exist or i = l, for l ∈ {1, 2, . . . , qS}, is guessed at the
starting point of the game, then it is aborted; else, C will honestly
create the signature Z∗i for the honest signer i on the message
mi as follows:

i) Pick y∗i ∈ Rp,ki
×Rp,ki

.
ii) Calculate c∗i = H((A.y∗i ||mi)

1).
iii) Compute Z∗i = ((s∗∗1 )i, (s∗∗2 )i)c∗i + 2y∗i . If Z∗i /∈

Rp,2ki−32 ×Rp,2ki−32, repeat from Step (i). Otherwise,
return σmi

= (Z∗i , c
∗
i ,mi) to the F .

Aggregated H-query: F queries a hash-query on the message
m∗∗. The simulator C first calculatesm′ =H((Z∗1 , c

∗
1,m1) || · · ·

||(Z∗n, c∗n,mn)), where Z∗i = ((s∗∗1 )i, (s∗∗2 )i)c∗i + 2y∗i , and then
checks if m′ = m∗∗ holds or not. If it is not so, C aborts the
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message m∗∗. On the other side, the C verifies it in the list LH .
If it is queried before, C returns it from the list LH . If IDAgg =
l, where l ∈ {1, 2, . . . , qS} is guessed at the staring of the
game, then it is aborted; otherwise, C picks y∗Agg ∈ Rp,kIDAgg

×
Rp,kIDAgg

and calculates c∗Agg as c∗Agg = H((A.y∗Agg ||m∗∗)1).
Aggregated Signature Generation Query: When F queries

an aggregated signature query on the message m∗∗ to C, the
simulator C verifies if m∗∗ is an authenticated valid message or
not. Such a verification is performed using the following steps:

i) At first, C computes H((Z∗1 , c
∗
1, m1) || · · · ||(Z∗n, c∗n,

mn)) and checks if it matches with m∗∗.
ii) If the above verification does not hold, the C rejects m∗∗.

iii) Otherwise, C generates the aggregated signature as fol-
lows:

a) Choose y∗Agg ∈ Rp,kIDAgg
×Rp,kIDAgg

.

b) Generate c∗Agg = H((A.y∗Agg||m∗∗)1) and compute
Z∗Agg = (s∗∗IDAgg,1

, s∗∗IDAgg,2
).c∗Agg + 2y∗Agg.

c) The simulator C verifies if Z∗Agg ∈ Rp,2kIDAgg
−32 ×

Rp,2kIDAgg
−32 or not. If it is not so, start again from

Step (a). Otherwise, C sends σm∗∗ = (Z∗Agg, c
∗
Agg, m

∗∗,
t∗IDAgg

) to F .
Now, F outputs σm∗∗ on the message m∗∗. If it is a valid

forgery aggregate signature, then

Fc∗∗Agg ← H

(((
A.Z∗Agg − c∗Aggt

∗
IDAgg

2

)
||m∗∗

)1
)

(5)

and checks if c∗∗Agg = c∗Agg holds or not. On the other hand,
the simulator returns “fail” if 1) σm∗∗ is not a valid forgery
and 2) c∗Agg = c∗l . If the individual signature σmi

on the mes-
sagemi is valid,Z∗i ∈ Rp,2ki−32 ×Rp,2ki−32 holds. Thus, c∗i ←
H(((

A.Z∗i−c∗it∗i
2 )||mi)

1) for all i ∈ {1, 2, . . . , qH}. The sim-

ulator C calculates c∗Agg ← H(((
AZ∗Agg−c∗Aggt

∗
IDAgg

2 )||m∗∗)1),
where H((Z∗1 , c

∗
1,m1) || · · · ||(Z∗n, c∗n,mn)) = m∗∗ and c∗i s

are simulated as in the H-query on the set {y∗1 , y∗2 , . . . , y∗qH}.
Let Ui = H((A.y∗i ||mi)) for i ∈ {1, 2, . . . , qH}. The sim-
ulator C takes the inputs as the Rign-LWE instance A,
random ∇ and F as a subroutine, and then outputs
{Z∗Agg, c

∗
Agg,m

∗∗, t∗IDAgg
, U1, U2, . . . , UqH}.

An algorithm, say D′ is now constructed, which has the
input the above defined simulator C and the Ring-LWE in-
stance A, which solves the Ring-LWE problem. The algorithm
D′ uses the generalized forking lemma as stated in [27] and
produces an output which becomes a solution of the Ring-
LWE instance. Algorithm D′ returns “fail” if the simulator
C’s output is (0,⊥). Let the output of the C be (Out1, Out2),
where Out1 = {Z∗Agg, c

∗
Agg, m

∗∗, t∗IDAgg
, U1, U2, . . . , UqH}

and Out2 = {Z ′Agg, c
′
Agg, m

∗∗, t′IDAgg
, U ′1, U

′
2, . . . , U

′
qH
}.

The following two outcomes are generated by the simula-
tor C using two random ∇1 and and ∇2, respectively, such
that ∇1 = (∂, y∗1 , y

∗
2 , · · · y∗t , y∗t+1, . . . , y

∗
qH

) and ∇2 = (∂,
y∗1 , y

∗
2 , . . . , y

∗
t , y

′
t+1, . . . , y

′
qH

). The algorithm D′ extracts
Z ′Agg and Z∗Agg from ∇1 and ∇2, respectively. Now, Z ′Agg =

Z∗Agg implies that (s∗∗IDAgg,1
, s∗∗IDAgg,2

).c∗Agg +2(y∗Agg,1,

y∗Agg,2) = (s∗∗IDAgg,1
, s∗∗IDAgg,2

).c′Agg +2(y′Agg,1, y′Agg,2).

This means that s∗∗IDAgg,1
.c∗Agg +2y∗Agg,1 = s∗∗IDAgg,1

.c′Agg

+2y′Agg,1. Thus, s∗∗IDAgg,1
.(c∗Agg − c′Agg) +2(y∗Agg,1 − y′Agg,1)

= 0, or, s∗∗IDAgg,2
.c∗Agg +2y∗Agg,2 = s∗∗IDAgg,2

.c′Agg +2y′Agg,2,

or, s∗∗IDAgg,2
.(c∗Agg −c′Agg) +2(y∗Agg,2 −y′Agg,2) = 0. Hence,

s∗∗IDAgg,1
= −2(y∗Agg,1 −y′Agg,1).(c

∗
Agg −c′Agg)

−1 and s∗∗IDAgg,2

= −2(y∗Agg,2 −y′Agg,2).(c
∗
Agg −c′Agg)

−1. As a result, if the ad-
versaryF can compute (y∗Agg,1 −y′Agg,1) and (y∗Agg,2 −y′Agg,2),
the adversary F will be to solve the Ring-LWE problem.

The simulator C can succeed in the game if it can guess the
index l correctly as well as the forgerF produces a valid forgery
aggregate signature. This means that the success probability of
the C turns out to be εF

qH
. Assume that the time taken by the

F to generate a valid forgery aggregate signature is denoted
by tF . It is worth to notice that the total running time of F
depends on its running time plus the time needed by the C for
responding the queries like hash and sign queries. Then, C’s
running time becomes t′F = tF+ tqH + tqS , where tqH and tqS
are respectively the time needed for hash and sign queries. With
the help of the generalized forking lemma as stated in [27], if
we take p > 8qH

εF
, the running time of the simulator C becomes

t′F .8q
2
H

εF . loge(
8qH
εF

)
with the success probability (advantage) of at least

εF
8qH

. Hence, the theorem follows. �

C. Informal Security Analysis

In the following we show that the proposed scheme is robust
against the following potential attacks needed in an IoT-enabled
drones environment.

1) Replay Attack: Suppose an adversary F intercepts the
“data collection message” MsgDRi

= {TXDRi
} during the

data collection phase stated in Section V-B that is sent from
a drone DRi to the corresponding GSSj via a public channel,
where TXDRi

= {mi, SSigmi
, pki},mi = {IDDRi

, IDAggj ,
(RTSstart, RTSend), DataDRi

, CTSDRi
} and SSigmi

=
((zi1, z

i
2), ci). Now, if F resends the same message to the re-

cipientGSSj after some time, theGSSj will check the validity
of the received timestamp CTSDRi

. If it does not hold, the
GSSj will discard the message and it will be treated as old
message. Thus, the timestamping mechanism helps in achieving
the protection against replay attack.

2) Man-in-the-Middle Attack: In this attack, the adversary
F will intercept the “data collection message” MsgDRi

=
{TXDRi

} during the data collection phase and try to modify
the message so that the recipient GSSj will not be aware of the
modified valid message. In order to do so,F can create a current
timestamp fCTSDRi

and fake data fDataDRi
to compute

mf
i = {IDDRi

, IDAggj , (RTSstart, RTSend), fDataDRi
,

fCTSDRi
}. However,F can not compute the signatureSSigfmi

on the modified messagemf
i on behalf of the droneDRi because

the secret key ski of DRi is unknown to F . Thus, F can not
send the modified message fMsgDRi

= {fTXDRi
}, where

TXDRi
= {mf

i , SSig
f
mi
, pki}. A similar scenario happens

when F will try to modify the “data aggregation message”
MsgAggj = {(TXDRi1

, TXDRi2
, . . . , TXDRitn

), ASigAggj ,
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pkAggj} to send to a cloud server, CSk, on behalf ofGGSj due
to generation of the aggregate signatureASigAggj . This restricts
F to launch the man-in-the-middle attack.

3) Impersonation Attacks: In this case, we consider two
types of impersonation attacks: a) “drone impersonation attack”
and b) “GSS impersonation attack”.
� In “drone impersonation attack,” we assume that the ad-

versary F wants to impersonate the GSSj on behalf of a
legal droneDRi. To do so,F can generate a current times-
tamp ICTSDRi

and fake impersonated data IDataDRi
to

compute mI
i = {IDDRi

, IDAggj , (RTSstart, RTSend),
IDataDRi

, ICTSDRi
}. However, F will stuck in com-

puting the signature SSigImi
on the messagemI

i on behalf
of the droneDRi because the secret key ski ofDRi is not
available to F . Thus, F can not create a valid message of
the type: MsgDRi

= {TXDRi
} and send it to the GSSj .

As a result, “drone impersonation attack” is not possible in
the proposed scheme.

� In “GSS impersonation attack,” suppose the adversary F
wants to impersonate a cloud server CSk on behalf of
its associated GSSj . For fulfilling this purpose, F needs
to create an impersonated “data aggregation message”
as MsgAggj = {(TXDRi1

, TXDRi2
, . . . , TXDRitn

),

ASigAggj , pkAggj}. For this purpose, F will have the
transactions (TXDRi1

, TXDRi2
, . . . , TXDRitn

) which
contain the individual signature created by the respective
drones DRi. However, to create a new aggregate signa-
ture, F needs to have the secret key skj = (s0

IDAggj
,1,

s0
IDAggj

,2). This restricts F to generate the impersonated

“data aggregation message” as MsgAggj on behalf of the
GSSj to send it the cloud server CSk. As a result, “GSS
impersonation attack” is also resisted in the proposed
scheme.

4) Physical Drone Capture Attack: According to the threat
model stated in Section II-B, a registered drone, say DRi, can
be physically captured by the adversary F . Using the “power
analysis attacks” [17], F can easily extract all the credentials
stored in its memory. Thus, the adversary F has the creden-
tials {IDDRi

, (ski, pki)}. Note that during the KeyGen phase
stated in Section IV-A all the drones are provided with the
distinct and unique identities and secret-public keys pairs. As
a result, F can only create valid “data collection message” on
behalf of the compromised DRi. However, F can not generate
any valid “data collection message” on behalf of the remaining
non-compromised drones in the network as their secret keys
are unknown to the adversary F . This shows that the proposed
scheme is “unconditionally secure against drone capture attack”.

5) Quantum Attacks: The hybrid lattice-reduction is con-
sidered as an attack where an adversary requires to solve the
“shortest vector problem (SVP)” which is explained as follows.
We are given a basis of vectors of a lattice where the vectors
are the fixed-length tuples of integers. We need to determine a
non-zero vector whose length is the shortest vector’s length.

Now, when the “hybrid lattice-reduction” and “meet-in-the
middle (MiTM)” attacks are combined together, a hybrid attack
is then formed. This attack is an important attack for evaluation

Fig. 4. Testbed setup.

of the security of many lattice-based cryptographic schemes,
such as NTRU (NTRUEncrypt and NTRUSign). In case of a
generic attack, it is refereed to an attack where a secret key is
needed to be recovered by the adversary based on generation of
the decryption errors which is a treated as a “chosen-ciphertext
attack (CCA)”.

In a quantum MiTM attack, the adversary blocks “all the
calibration signals and transmits the forged calibration signals
to disturb the activation timing calibration of the detectors”.
The proposed lattice-based aggregate signature scheme, uses
the lattice-based quantum keys along with the blockchain tech-
nology for IoT-enabled drones applications. This will helps to
achieve security against various attacks from both the classical
as well as quantum computers including the “hybrid lattice-
reduction,” “generic” and quantum MiTM attacks.

VII. TESTBED EXPERIMENTS AND RESULTS

In this section, we describe the testbed experiment that was
conducted to implement the proposed lattice-based aggregated
signature scheme (LBAS).

A. Experimental Setup

The setup of the testbed is given in Fig. 4. The setup consists
of a Raspberry Pi 3 Model B as a drone (IoT smart device),
an Ubuntu 20.04 laptop as both the KGC and aggregator, and
HP Chromebook laptop as a cloud server. We use the python
3.8.10 language to code the proposed LBAS. The conducted
experiment confirms the message signing and verification pro-
cess of our lattice based scheme for both a single message
and an aggregate message. For this purpose, we have coded
the KeyGen algorithm in Section IV-A, the LSSign signing
algorithm in Section IV-B, the LSV er verification algorithm
in Section IV-C, the LASign aggregate signing algorithm in
Section IV-D and the LAV er aggregate verification algorithm
in Section IV-E.

The real-world scenario is simulated by creating multiple
signers (users) on the Raspberry PI based IoT smart device
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TABLE II
SYSTEM PARAMETERS USED IN EXPERIMENTS

Fig. 5. Experimental results at the drone 1 (IoT device) side.

Fig. 6. Experimental results at the drone 2 (IoT device) side.

(drone), each sending messages to the aggregator. The private
and public keys for each of the signers is sent via a secure
channel, while the messages and signatures are transferred over
an open network. The time taken for each of the steps is measured
independently.

B. Experimental System Parameters

In Table II, we describe the parameters used in our testbed
experiments.

C. Results and Discussions

The messages sent by an IoT device considering as a drone
are verified correctly only if the signature sent is constructed
using the LSSign algorithm. Also, it is hard to find different
messages for which the same signature verified correctly. In
Fig. 5, we have shown how drone 1 (IoT device) has created the
lattice-based signature on a message with the message signing
time. Similarly, we have shown how another drone, drone 2 (IoT
device) has created the lattice-based signature on a message with
the message signing time, which is demonstrated in Fig. 6. Now,
in Fig. 7, we have shown the aggregator’s individual lattice-
based signature verification time for both the signed messages
received from drone 1 and drone 2, respectively. In addition,
we have shown the lattice-based aggregate signature generation
and verification time on the received individual signed messages
from the drones as well.

We have plotted the various experimental results in Fig. 8.
Fig. 8(a) shows a single message signature generation cost at
a drone (IoT device), whereas Fig. 8(b) tells a single message

Fig. 7. Experimental results at the aggregator (GSS) side.

signature verification cost at a drone (IoT device). It can be
observed from these figures that the time required for signing
and verification of single message varies linearly with the size of
messages to be signed. In Fig. 8(c), we have shown an aggregate
message signature generation cost at an aggregator node by
varying the number of messages to be aggregated, whereas
in Fig. 8(d) we have shown an aggregate message signature
verification cost at the aggregator side by varying the number of
messages to be aggregated. In can be also observed from both
the cases that when the number of messages is more to produce
the aggregate signature, its signing cost as well as verification
cost also increases linearly.

In Fig. 9(a), we have shown the histogram of times taken
by LSSign algorithm using 1000 random messages of size
5 KB. It can be observed from the plot that a major fraction of
messages take time between 200 to 220 milliseconds. Fig. 9(b)
is a similar histogram plot for the time taken by the LSV er
algorithm. It can be observed that the time taken lies between
60 to 70 milliseconds. Fig. 9(c) and (d) are the histogram plots
for LSSign and LSV er, respectively, using 20 KB messages.
Majority of the message signing time lies between 360 to 410
milliseconds, while majority verification time lies between 80 to
110 milliseconds. We can see that as the message size increases,
the variance of LSSign and LSV er times increases. However,
this variance is small as compared to the mean values, which
indicates a high reliability and robustness of our scheme.

VIII. BLOCKCHAIN SIMULATION AND RESULTS

The blockchain simulations are provided in this section. For
the simulation purpose, we have virtually created a “decentral-
ized Peer-to-Peer (P2P) distributed system,” where each peer or
node in the network is considered as a server. Here, the total
number of distributed servers is taken as 7, and the system
configuration is considered as: “Ubuntu 20.04.4 LTS, Intel Core
i5-4210 U CPU @ 1.70 GHz× 4, Memory 7.7 GiB, NVD7/Intel
HD Graphics 4400 (HSW GT2), OS type 64-bit, disk capacity
1.0 TB”.

The source code was implemented through the utilization of
node.js VS code 2019 [28]. Since the blockchain is a distributed
technology, adding a block into the chain requires a distributed
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Fig. 8. (a) Single message signature generation cost at drone (IoT device). (b) Single message signature verification cost at aggregator (GSS). (c) Aggregate
signature generation cost at aggregator (GSS). (d) Aggregate signature verification cost at aggregator (GSS).

Fig. 9. Histograms of (a) LSSign times for 5 KB message using 1000 messages. (b) LSVer times for 5 KB message. (c) LSSign times for 20 KB message.
(d) LSVer times for 20 KB message.

Fig. 10. Blockchain simulation outcomes for (a) Case 1. (b) Case 2. (c) Case 3.

consensus mechanism. Hence, we have utilized a voting based
PBFT consensus algorithm for the block mining purpose as
mentioned in Section V-D. The entire blockchain simulation
is performed under the following three cases:
� Case 1: In this context, each block is having a number

of transactions which is equal to 19, and the generated
blockchain comprises of a variable number of the blocks,
that is, varying blockchain sizes. The simulation results
shown in Fig. 10(a) indicate the computing time (in sec-
onds), which demonstrates that the overall time for gener-
ating a blockchain with different blocks for a fixed number
of transactions present in each block. Note that we have
considered the synthetic data (transactions) containing in
the blocks to validate the blockchain time. It has been found
that as the number of blocks are increased for mining in
the blockchain, the computing time also grows slowly.

� Case 2: In this case study, the considered blockchain
has a fixed number of blocks, which is 23, where each
block can carry a varying number of transactions. The
simulation results displayed in Fig. 10(b) demonstrate that

the computing time (the amount of time needed to build
a full blockchain) increases slowly when the number of
transactions considered in each block also increases.

� Case 3: In this scenario, we consider the number of nodes
in the P2P network to be variable between 5 and 25,
whereas the number of blocks in a chain or the blockchain
size is constant across all the simulations. The number of
transactions in a block is limited to 30, and the blockchain is
also limited to 25 in size. Fig. 10(c) depicts the simulation
results. According to the findings, when the number of
nodes in the P2P network grows, the total computational
time (in seconds) also increases.

IX. RELATED WORK AND COMPARATIVE STUDY

In this section, we first discuss the relevant existing basic
schemes proposed in the literature. We also discuss other existing
approaches that are applicable for IoT and “Internet of Drones
(IoD)” applications. Next, we provide a detailed comparative
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study among our proposed scheme and existing state of art
schemes.

A. Existing Basic Schemes

Ma and Jiang [29] proposed a practical “lattice-based mul-
tisignature scheme using the blockchain technology” which is
based a condition that the signature size is small. After that, they
extended their proposed scheme to support the public key aggre-
gation in the setting of a small signer group. In their proposed
scheme, all the signers agree on selecting a random polynomial,
each signer generates their own private and public keys pair by
executing the key generation algorithm. Each signer runs the
multisignature generation algorithm in order to generate their
signature. One of the signers, called the designed combiner, who
is responsible for collection of all the signatures from the signers
and then computes the multisignature on the collected signa-
tures. The verifier runs the multisignature verification algorithm
for verifying the candidate multisignature. Their scheme can be
also extended to support the public key aggregation through the
technique described in [30], where the security of their scheme
is based on the lattice-based Ring-SIS hard assumption.

Lu et al. [4] designed a “lattice-based unordered aggregate
signature scheme based on the intersection method”. In their
approach, the unordered aggregate problem of lattice signatures
with different public keys has been targeted to solve. A trusted
authority, known as theKGC, who runs the setup algorithm and
generates the relevant public parameters. After that, the KGC
needs to execute the “key extract algorithm” for generating the
public key for verification purpose, and also the secret key for
each signer for signing the messages. Next, each signer needs
to execute the “sign algorithm” to produce a single signature
on the intended message, and the aggregator then executes the
“verification algorithm” for checking all the individual signa-
tures. Once the individual signatures are valid, the “aggregate
algorithm” is executed by the aggregator for producing the
aggregate signature. Finally, the aggregate signature needs to be
verified by the verifier. The security of this scheme is dependent
on the lattice-based “small integer solution (SIS) problem”.

Shim [3] proposed an “identity-based aggregate signature
(IBAS)” scheme with constant pairing computations. However,
their scheme does not achieve the compactness property. The
security of their scheme relies on the hardness of number
theoretic “computational Diffie-Hellman (CDH) assumption”.
Bansarkhani et al. [33] proposed a “lattice-based sequential
aggregate signature scheme” which was shown to be secure
in the “random oracle model”. They introduced the concept of
“preimage sampleable trapdoor functions” and provided a sketch
of the signature scheme.

Zhang et al. [31] proposed an efficient “homomorphic ag-
gregate signature scheme (HASS) based on lattice”. They used
the idea of the “lattice-based linearly homomorphic signature
scheme over a binary field in the single-user case,” and then
developed it into a “lattice-based HASS for the multiuser case”.
They proved that the security of their schemes can be achieved
by reduction to the single-user case where the “signature length
remains invariant”.

Li et al. [32] designed a “quantum secure and non-interactive
identity-based aggregate signature scheme” from the lattices. In
their approach, any verifier only requires to calculate a “sim-
ple polynomial multiplication” in order to check the aggregate
signature validity, because the aggregate signature size in their
scheme becomes a “logarithmic function of signatures being
aggregated”.

Hwang and Lee [37] suggested a lightweight signature
scheme which applies a “certificate-based aggregate signature”.
Their scheme is able to generate and verify the signed messages
from the deployed IoT smart devices in an IoT-based cloud
environment. Their scheme supports the key insulation property
when the secret keys can be exposed due to physical attacks, like
side channels attacks.

B. Existing Schemes for IoT and IoD Applications

Qian et al. [36] proposed a “lattice-based data aggregation
scheme in residential networks” for IoT-enabled smart grid
environment. They proposed a new “homomorphic aggregated
signature based on batch RSA public key cryptosystem”. They
also designed a new “data aggregation scheme for the smart
grid” which requires the “shorter public key” and “stronger data
integrity” with respect to the traditional schemes. In addition,
they utilized the “directed spanning tree based on an undirected
complete graph” in order to assure the security of data aggre-
gation structure at the base station. In their approach, the “data
aggregation structure” helps in resisting attacks against outside
adversaries.

Khan et al. [9] suggested a “certificate-based aggregate sig-
nature (CBS-AS) scheme based on hyperelliptic curve cryptog-
raphy” in an Internet of Drones (IoD) environment. In their
approach, a drone, acting as an aggregator, in a cluster can
aggregate the “individual signatures of its member drones” and
then verify the aggregated data. Since the drones are usually
resource limited, the data aggregation by an aggregator drone
may pose a limitation in this scheme.

Lu et al. [34] applied the “intersection method from lattice” in
order to design a generic approach for the batch signature in an
IoT network. They combined their generic approach with the
“hash-and-sign paradigm” and “Fiat–Shamir transformation”
for designing the batch signature methods for an IoT-based
“wireless body sensor network”. It was shown that their scheme
is secure under the “existential unforgeability against adaptive
chosen message attacks” based on the hard lattice-based prob-
lem, known as “small integer solution (SIS)” problem.

Jan and Khan [35] designed two security frameworks. The
first one is on the identity-based authentication scheme, whereas
the second one is an “aggregate signature-based authentication
scheme” in IoD networks. However, their schemes are computa-
tionally heavy due to expensive operations like bilinear pairings.

Another “certificateless aggregate arbitrated signature” mech-
anism for an IoT environment was suggested by Lee et al. [38].
In their proposal, the IoT devices being the signers generate
the signatures on the sensing information (messages) and the
messages-cum-signatures are aggregated by the gateway node,
and these are then stored at the cloud storage. A consumer being a
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TABLE III
COMPARISON OF THE PROPOSED LBAS WITH BASIC LATTICE-BASED AGGREGATE SIGNATURE SCHEMES

TABLE IV
PERFORMANCE COMPARISON WITH RELATED SCHEMES FOR IOT/IOD APPLICATIONS

verifier can retrieve the data and test its authenticity by verifying
the signature attached in the requested message. In their scheme,
the aggregate signature is generated on received messages and
signatures from the deployed IoT devices. Next, the arbitrated
signature of the aggregator is aggregated in “aggregate signature
of IoT devices”.

An aggregate signature mechanism is proposed by Gu
et al. [39]. Their scheme relies on a “linearly homomorphic
signature for electronic healthcare systems (EHS) in an IoT-
based helathcare system”. It supports both the aggregation and
linear homomorphism properties, and also uses the double data
compression. Thumbur et al. [40] also suggested a “certificate-
less aggregate signature-based authentication scheme” for an
IoT-enabled vehicular ad hoc network (VANET) environment.
Since their scheme is not based on the expensive pairing oper-
ations, the computational efficiency of their proposed system is
improved.

C. Comparative Study

We now explain a comparison study among our proposed
scheme (LBAS) and other existing basic lattice-based aggregate
signature schemes, namely the schemes of Zhang et al. [31], Lu
et al. [4], Li et al. [32], and Bansarkhani and Buchmann [33].
Table III shows that the public key size of our scheme is less
than the public key size of the schemes [4], [31]. Similarly, the
size of the private key in our scheme is also small with respect
to that for the schemes [4], [31], [32]. On the other hand, our
scheme requires small individual signature size as well as aggre-
gate signature size with respect to all other schemes. Note that
ψ ≥ 5λlog2 p is an integer, f is defining as a power of 2 where
f is the highest power of an irreducible polynomial, p is a large
prime, n is the total number of signers, λ is a security parameter,
ki andkIDAgg

are the positive integers less than
√
p, respectively,

and s is the “Gaussian parameter”. Since the proposed scheme
relies on the hardness of the lattice-based “Ring-LWE” problem,
it resists various quantum attacks as explained in Section VI-C5.

In Table IV, we have also compared the proposed LBAS with
the existing related schemes for IoT/IoD applications, like the
schemes of Khan et al. [9], Lu et al. [34], Jan and Khan [35], and
Qian et al. [36]. It is noted that the proposed LBAS only supports
decntralized architecture as it is based on the blockchain technol-
ogy, whereas other schemes are centralized in nature. Moreover,
the proposed LBAS is very efficient and also provide high-level
security including the various quantum attacks (explained in
Section VI-C5) as compared to the schemes [9], [35], [36].

X. CONCLUSION

In this article, we designed a lattice-based aggregate signa-
ture scheme whose security is based on the hardness of the
lattice-based Ring-LWE problem. We then applied the designed
lattice-based aggregate signature scheme for the real-time IoD
applications, where the IoT-enabled drones play the role of
individual signers and the GSS plays the role of an aggregator.
Next, the aggregate message with its aggregate signature is
verified by a cloud server in the P2P cloud servers network and
the blocks containing the verified transactions are formed by the
cloud server for mining purpose and the created blocks are then
added into the blockchain network for proving immutability,
decentralization and transparency purposes. The conducted for-
mal and informal security analysis exhibited the strong security
of the proposed scheme against a variety of attacks including
quantum attacks. A real test-bed experiment was conducted
to measure various computational time needed for individual
signature generation and verification, and aggregate signature
generation and verification by the respective individual signer
being an IoT device (acting as a drone), the GSS and the
cloud server, respectively. A blockchain based simulation was
carried out to show the effect on computational time. Finally,
a comparative analysis of the proposed scheme shows superior
security and efficiency as compared to those for other competing
relevant schemes.
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In future, we would like to fine-tune the proposed scheme to
convert it into a more lightweight scheme. It will be helpful in
reducing the computational costs for signing and verifying the
lattice-based aggregate signatures. Since the aggregate signa-
tures are used inside the blocks which are mined and added into
the blockchain via a consensus process, so the more lightweight
aggregate signature generation and verification will help in
reducing the blocks verification and addition time during the
mining process too.

ACKNOWLEDGMENT

The authors would like to thank the Associate Editor and
reviewers who helped us to enrich the quality of the manuscript.

REFERENCES

[1] P. W. Shor, “Polynomial-time algorithms for prime factorization and
discrete logarithms on a quantum computer,” SIAM J. Comput., vol. 26,
pp. 1484–1509, 1997.

[2] P. Bert, P.-A. Fouque, A. Roux-Langlois, and M. Sabt, “Practical imple-
mentation of Ring-SIS/LWE based signature and IBE,” in Proc. Int. Conf.
Post-Quantum Cryptogr., 2018, pp. 271–291.

[3] K.-A. Shim, “An ID-based aggregate signature scheme with constant
pairing computations,” J. Syst. Softw., vol. 83, pp. 1873–1880, 2010.

[4] X. Lu, W. Yin, Q. Wen, Z. Jin, and W. Li, “A lattice-based unordered
aggregate signature scheme based on the intersection method,” IEEE
Access, vol. 6, pp. 33986–33994, 2018.

[5] A. Kumar, D. Augusto de Jesus Pacheco, K. Kaushik, and J. J. Rodrigues,
“Futuristic view of the internet of quantum drones: Review, challenges and
research agenda,” Veh. Commun., vol. 36, 2022, Art. no. 100487.

[6] C. C. Baseca, J. R. Diaz, and J. Lloret, “Communication ad hoc protocol
for intelligent video sensing using AR drones,” in Proc. IEEE 9th Int. Conf.
Mobile Ad-hoc Sensor Netw., 2013, pp. 449–453.

[7] L. Wan, G. Han, L. Shu, N. Feng, C. Zhu, and J. Lloret, “Distributed param-
eter estimation for mobile wireless sensor network based on cloud comput-
ing in battlefield surveillance system,” IEEE Access, vol. 3, pp. 1729–1739,
2015.

[8] I. Garcia-Magarino, R. Lacuesta, M. Rajarajan, and J. Lloret, “Security in
networks of unmanned aerial vehicles for surveillance with an agent-based
approach inspired by the principles of blockchain,” Ad Hoc Netw., vol. 86,
pp. 72–82, 2019.

[9] M. A. Khan, I. Ullah, M. H. Alsharif, A. H. Alghtani, A. A. Aly, and C.-M.
Chen, “An efficient certificate-based aggregate signature scheme for Inter-
net of Drones,” Secur. Commun. Netw., vol. 2022, 2022, Art. no. 9718580.

[10] L. D. P. Pugliese, F. Guerriero, and G. Macrina, “Using drones for parcels
delivery process,” Procedia Manuf., vol. 42, pp. 488–497, 2020.

[11] R. H. Kabir and K. Lee, “Wildlife monitoring using a Multi-UAV system
with optimal transport theory,” Appl. Sci., vol. 11, no. 9, pp. 1–22, 2021.

[12] B. Ivosevic, Y.-G. Han, Y. Cho, and O. Kwon, “The use of conservation
drones in ecology and wildlife research,” J. Ecol. Environ., vol. 38, no. 1,
pp. 113–118, 2015.

[13] A. Hafeez et al., “Implementation of drone technology for farm monitoring
& pesticide spraying: A review,” Inf. Process. Agriculture, 2022. [Online].
Available: https://doi.org/10.1016/j.inpa.2022.02.002

[14] B. Narwal and A. K. Mohapatra, “A survey on security and authentication
in wireless body area networks,” J. Syst. Architecture, vol. 113, 2021,
Art. no. 101883.

[15] D. Dolev and A. Yao, “On the security of public key protocols,” IEEE
Trans. Inf. Theory, vol. 29, no. 2, pp. 198–208, Mar. 1983.

[16] R. Canetti and H. Krawczyk, “Universally composable notions of key
exchange and secure channels,” in Proc. Int. Conf. Theory Appl. Crypto-
graphic Techn., 2002, pp. 337–351.

[17] T. S. Messerges, E. A. Dabbish, and R. H. Sloan, “Examining smart-card
security under the threat of power analysis attacks,” IEEE Trans. Comput.,
vol. 51, no. 5, pp. 541–552, May 2002.

[18] J. N. Ortiz, R. R. de Araujo, D. F. Aranha, S. I. R. Costa, and R. Dahab, “The
Ring-LWE problem in lattice-based cryptography: The case of twisted
embeddings,” Entropy, vol. 23, no. 9, pp. 1–23, 2021.

[19] J. Hoffstein, N. Howgrave-Graham, J. Pipher, and W. Whyte, “Practical
Lattice-Based Cryptography: NTRUEncrypt and NTRUSign,” in The LLL
Algorithm. Berlin, Germany: Springer, 2010, pp. 349–390.

[20] T. Guneysu, V. Lyubashevsky, and T. Poppelmann, “Practical lattice-based
cryptography: A signature scheme for embedded systems,” in Cryp-
tographic Hardware and Embedded Systems–CHES, Berlin, Germany:
Springer, 2012, pp. 530–547.

[21] V. Lyubashevsky, “Lattice signatures without trapdoors,” in Proc. 31st
Annu. Int. Conf. Theory Appl. Cryptographic Techn., D. Pointcheval and
T. Johansson, Eds. Cambridge, U.K., 2012, pp. 738–755.

[22] A. K. Das, B. Bera, M. Wazid, S. S. Jamal, and Y. Park, “iGCACS-IoD: An
improved certificate-enabled generic access control scheme for internet of
drones deployment,” IEEE Access, vol. 9, pp. 87024–87048, 2021.

[23] B. Bera, A. Vangala, A. K. Das, P. Lorenz, and M. K. Khan, “Pri-
vate blockchain-envisioned drones-assisted authentication scheme in IoT-
enabled agricultural environment,” Comput. Standards Interfaces, vol. 80,
2022, Art. no. 103567.

[24] S. Yu, A. K. Das, Y. Park, and P. Lorenz, “SLAP-IoD: Secure and
lightweight authentication protocol using physical unclonable functions
for internet of drones in smart city environments,” IEEE Trans. Veh.
Technol., vol. 71, no. 10, pp. 10374–10388, Oct. 2022.

[25] H. Zhang, J. Wang, and Y. Ding, “Blockchain-based decentralized and
secure keyless signature scheme for smart grid,” Energy, vol. 180,
pp. 955–967, 2019.

[26] M. Castro and B. Liskov, “Practical byzantine fault tolerance and proactive
recovery,” ACM Trans. Comput. Syst., vol. 20, no. 4, pp. 398–461, 2002.

[27] M. Bellare and G. Neven, “Multi-signatures in the plain public-key model
and a general forking lemma,” in Proc. 13th ACM Conf. Comput. Commun.
Secur., 2006, pp. 390–399.

[28] K. Khullar, “Implementing PBFT in blockchain,” 2019. Accessed:
Mar. 2022. [Online]. Available: https://medium.com/coinmonks/
implementing-pbft-in-blockchain-12368c6c9548

[29] C. Ma and M. Jiang, “Practical lattice-based multisignature schemes for
blockchains,” IEEE Access, vol. 7, pp. 179765–179778, 2019.

[30] G. Maxwell, A. Poelstra, Y. Seurin, and P. Wuille, “Simple schnorr multi-
signatures with applications to bitcoin,” Des., Codes Cryptogr., vol. 87,
pp. 2139–2164, 2019.

[31] P. Zhang, J. Yu, and T. Wang, “An efficient homomorphic aggregate
signature scheme based on lattice,” Math. Problems Eng., vol. 2014, 2014,
Art. no. 9.

[32] Q. Li, M. Luo, C. Hsu, L. Wang, and D. He, “A quantum secure and
noninteractive identity-based aggregate signature protocol from lattices,”
IEEE Syst. J., vol. 16, no. 3, pp. 4816–4826, Sep. 2022.

[33] R. El Bansarkhani and J. Buchmann, “Towards lattice based aggregate
signatures,” in Proc. Int. Conf. Cryptol., 2014, pp. 336–355.

[34] X. Lu, W. Yin, Q. Wen, K. Liang, L. Chen, and J. Chen, “Message
integration authentication in the Internet-of-Things via lattice-based batch
signatures,” Sensors, vol. 18, no. 11, 2018, Art. no. 4056.

[35] S. U. Jan and H. U. Khan, “Identity and aggregate signature-based authen-
tication protocol for IoD deployment military drone,” IEEE Access, vol. 9,
pp. 130247–130263, 2021.

[36] J. Qian, Z. Cao, M. Lu, X. Chen, J. Shen, and J. Liu, “The secure lattice-
based data aggregation scheme in residential networks for smart grid,”
IEEE Internet Things J., vol. 9, no. 3, pp. 2153–2164, Feb. 2022.

[37] Y.-W. Hwang and I.-Y. Lee, “A lightweight certificate-based aggregate
signature scheme providing key insulation,” Comput., Mater. Continua,
vol. 69, no. 2, pp. 1747–1764, 2021.

[38] D.-H. Lee, K. Yim, and I.-Y. Lee, “A certificateless aggregate arbitrated
signature scheme for IoT environments,” Sensors, vol. 20, no. 14, 2020,
Art. no. 3983.

[39] Y. Gu, L. Shen, F. Zhang, and J. Xiong, “Provably secure linearly ho-
momorphic aggregate signature scheme for electronic healthcare system,”
Mathematics, vol. 10, no. 15, 2022, Art. no. 2588.

[40] G. Thumbur, G. S. Rao, P. V. Reddy, N. B. Gayathri, D. V. R. K. Reddy,
and M. Padmavathamma, “Efficient and secure certificateless aggregate
signature-based authentication scheme for vehicular Ad Hoc networks,”
IEEE Internet Things J., vol. 8, no. 3, pp. 1908–1920, Feb. 2021.

Authorized licensed use limited to: INTERNATIONAL INSTITUTE OF INFORMATION TECHNOLOGY. Downloaded on January 20,2025 at 14:29:41 UTC from IEEE Xplore.  Restrictions apply. 

https://doi.org/10.1016/j.inpa.2022.02.002
https://medium.com/coinmonks/implementing-pbft-in-blockchain-12368c6c9548
https://medium.com/coinmonks/implementing-pbft-in-blockchain-12368c6c9548


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


